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DECLARATION UNDER 37 CF.R. S 1,131 

Hon. Comm i&sioner of Patents and Trademarks 
Washington, D.C. 20231 

Sir: 

Rick Allen Hamilton H declares as follows: 

1. I am an Applicant for the patent application entitled 'System and Method for Collecting and 
Restoring User Environment Data Using Removable Storage," Serial No. 09/826,608, filed 
4/5/2001 , and an inventor of the subject matter described and claimed therein. 

2. Prior to March 21, 2001, 1 completed and reduced to practice, in the United States of 
America, the invention described and claimed in the subject application, as evidenced by the 
following: 

a) 1 submitted IBM Invention Disclosure Form No. AUS8-2O0O-1428, attached as Exhibit A 
hereto, which describes the invention described and claimed in the. subject application. 
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3. Each of the dates deleted from Exhibit A is prior to March 21, 2001 . 

4. 1 further declare that at) statements made herein of my own knowledge and all statements 
made on information and belief are believed to be true; and further that these statements are 
made with the knowledge that willful and false statements and the like so made are 
punishable by fine or imprisonment or both under § 1001 of Title IS of United States Code 
and that such willfiii and false statements may jeopardize the validity of the above-referenced 
application and any patent issuing therefrom. 

FURTHER DECLARANT SAYETH NOT. 




Rick Allen Hamilton Tl 
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Inventor 
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Hamilton, Rick A. 

Upton, Steven J. (Steve) 



Manager 
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355403 


23A/3JM 


941597 


028867 


23A/6VD 


857990 



Manager Name 



Heath. M. (Morris) 
Lopez Jr. Richard (Rick) 
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Response Due to IP&L~ 

i 

Main Idea : 



•Title of disclosure (In English) 

Customized Computer System Automated Rebuild Tool accomplished via Directly-Attached Devices 
'Idea of disclosure 

1. Describe jyour invention, stating the problem solved (if appropriate), and indicating the advantages of 
using the indention. y y 

Information Systems' organizations are often faced with heightened challenges in rebuilding computer 
systems, gi\{en the ever-spiraling complexity of systems. In particular, recreating a system environment 
following a qataslrophic failure has become increasingly difficult, due to myriad configuration details that 
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exist within a usei -environment. UNIX images, especially, require an awareness of many system 
^TST' T ? Printer configuration, tty definitions, network interfaces, user id's, and passwords 
Sl!,nn K«f ' nt K " awa ' eness ° f these P^ameters may result in the inability to rebuild a system ' 
SS^^S^^ Furt f hermore 1 : even » a " awareness is maintained of these parameters. 
St ESS I ST h V 1 6m SpeC,,ICS 030 be ^ ,ime consu ™3 «"d prone to administrator error. 

TWoreja desirable .nnovatlon would not only preserve data about these parameters, but would alsc 
prov.de reconstructs services in the aftermath of such a disaster. Finally, a particularly convenient 
feature would also permit these rebuild operations to occur via directry-attached devices, such as tapes or 
disks, so that network connectivity is not required for what may be a partially-functional box. 

The innovation outlined here solves the problem of post-failure rebuild for many system parameters 

Hi£°£ ST" 9 ,0 t3 w e ,h \ dr ! Sli ° Step °' mksysb »*°™«on. using a directly-attached device, e.g.. tape or 
disk, in the- manner described above. Specifically, a methodology and a corresponding set of 
nSUE^T SCr i P, ! h , aVe bee " devel °P ed »«» ^cord many facets of a system's configuration, including 
printer definitions, tty definitions, network interfaces, user id's, and passwords. Furthermore, the outputs 
of these scripts can be fed into their reconstructive counterparts, another series of scripts which have the 
ability to automatically reconstruct losl or destroyed system parameters back onto the "damaged" 
computer. ; Thus. .? any of the aforementioned parameters are lost via hardware, software, or administrator 
error, they can be easily reconstructed using the mechanisms laid out here. Note that although this scriot 
was written tor UNIX-based systems, such as AIX. HP-UP, Solaris, and Linux, the principles here can be 
extended to other architectures as mentioned above. 

The sequeij.ce of operation Is such that relevant data is captured by the scripts, as outlined below By 
definition, the data containing the unique parameters of the computer system, e.g.. the users and 
passwords,, the tty definitions, etc. is stored off-board on disparate media, physically separated Irom the ' 
target computer. In the event of a catastrophic error, where elements of the target computer's 
configuration may be lost via software, hardware, or operator error, the lost parameters can then be rebuilt 
with minor human intervention. The scripts and their respective roles are as follow: 

1. checklisLrb.scr 

purpose: builds a checklist which is used during the building of Ihe new system 

2. get_persbnality_rb.scr 

purpose: this is the main program which gathers parameter information and stores it on disparate 
media such as tape or disk. In the process, it creates a variety of files which are used during the build of 
the new system. 

3. restore_personaiity_rb.scr 

purpose: this is the main program which restores the parameters to the workstation/server which 
is retrieved from the media. 

4. X11_restcre_rb.scr 

purpose: used for special customizing of XHmwmrc file for X- Windows 

5. perms_reference_rb.txt 

purpose: used to re-set permissions of key files whose permissions might have been "modified" 
during the capture or restore process. 
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AUS8.2000.K2B C-^Com^, Byttm Automated R Cbu ,. d Toe, accornptlshec, ... ^-Attache* Devices . 

6. getjilesystem Jnfo_rb.scr 

purpose: gathers information about critical fifesystems to be used by scripts 

The flow, in rough terms, for the capture / preservation process is as follows: 
Capture Pr eparation 

1) Insert program floppy into floppy drive. 

2) Make a directory /ibm2. 

3) Change directory to /ibm2. 

4} Download the contents of the program floppy to /ibm2 with tar. 
5) Insert blank tape into the tape drive. 

Capture Execution 

6> "T:^^^^*^^^™ Wilh »' »• ^Pa driw. /dev/rmto 

elorio^me" 0 "' diSP ' ay m mSSSa 9 es - «™ "-«Q~ are written to an 



Continued 



11 1 ) Verify the success of the process by viewing the errorlog.txt and the logfile txt files In addition 
the contents of each directory created when the program was executed 



view 



fo5^ing- ,em ,a " Ure - Wh6n 3 reSt ° ra,i0n ° f W"*" * needed, the process flow corresponds to the 

Restoration 

Wnl^S" 3 replaCemen1 workstat ^. or the repaired workstation, is available with the operating 
2) Go to a root user session on the replacement workstation 
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3) Insert program floppy into floppy drive 
4} Make a directory /ibm2 

5) Change directory to Abm2 

6) Download the contents of the program floppy to /ibm2 with Jar 

7) insert the tape created by the data capture program.ge^personality.rb.scr, into the tape drive 

8) -un the restore program: restore_personality_rb.scr 

9) Status messages will be displayed as each parameter is restored to the replacement workstation 

For example: " restoring /etc/security/group" element workstation. 

Z^Z^ ^ Pr0mPted t0 COn, ™ e 31 6ach ««* «" "a. the option «c discontinue the process with a 
For example: "press enter to continue" 

11) When finished, the program deletes the temporary files 
s^raledme^ 

E^t5S^T ,m or achleve an advantage,(a descriptk3n of " ,he invention "- 

Use of this innovation permits a reduced number of full system backups, or "mksysbV in UNIX oarlancP 

Mr^mi^rtM,^^- T CH ° m bB US6d f ° r re5toratlon »P°» members of that family. 
After restoration of irtat common backup, un.que parameters can be restored using the process described 

n.hl^ c S f m w f dV !Tl age ° f problem has been identified by others (inside/outside IBM), how have those 
others solved it and does your solution differ and why is it better? 

dB^te^^-^'!,^^" 8 Pr ? dUCt ° r P rotot VP e ' incl ^e technical details, purpose, disclosure 
details to others and the date of that implementation. e 

•Critical Questions { Questions 1-7 must be answered) 



Question 1 



Dn what date was the invention workable? Please format the date as MM/DD/YYYY 

^Workable means ;.e. whe n you know that your design will solve the problem) 



f Question 2 ' " " — ^ 

U Yes 



Is there any planned or actual publication or disclosure of your invention to anyone outside 



» No 
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If yes, Enter the name of each publication or patent and the date published below 
Pubtication/Palent: 
I Date Published or Issued: 

\re you aware of any publications, products or patents that relate to this invention? 
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f yes. Enter the name of each publication or patent and the date published below 
"uOltcatlon/Patent • 
Oate Published or Issued: 



No 



Question 3 " ' " ■ — 

Sh^S 0 ! ma,ter f f '^ invention or a product incorporating the invention been sold 
jsed internally I n manufacturing, announced for sale, or included in a proposal? 

S a Sale, USft in mprmfantiirmri nrr^MAi — : — — 



O Yes 



is a sale, use in manufacturing, product announcement, or proposal planned? 



NO 



O Yes 

f Yes. identify the product if known and indicate the date or planned date of sale announcements^" 
proposal and to whom the sale, announcement or proposal has been or w°r be made 

Product; 
/ersiorVRelease: 
Code Name: 
Dale. 
To Whom: 

I more than one, use cut and paste and append as necessary irt the field provided. 



f Question 4 " ~ — — 

Was the subject matter of your invention or a product incorporating your invention used in 
public, e.g., outside IBM or in the presence of non-IBMers? 


• Yes 

O No 


|f yes, grve «i date. MMPI^se format the date as MM/DD/YYYY 






'Question 5 — ™ -n 

Have you ever discussed your invention with others not employed at IBM*? < 


D Yes 

► No 


If yes, identify individuals and date discussed. Fill in the text area with the foiJowing information 
d. the individuals, the employer, date discussed, under CDA, and CDA 


the names 




Question 6 

Was the invention, in any way, started or developed under a government conlract or project? 

II Yes. entar the rnntrart nnmh^r — — 


G Yes 
• No 

^) Not sure 




•Question 7 : — 

Was the invention made In the course of any alliance, joint development or other contract 
activities? 


O Yes 
• NO 

O Not Sure 


1 Yes, enter the following :Name of Alliance, Contractor or Joint Developer 


Contract ID number 


Relationship contact name ] 


Relationship contact E-mail j 


Relationship contact phone J 




Question 8 

fiave you submitted, or are you aware of, any related disclosure submission? 

i ~ 


D Yes 
# No 

" ) 
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f Yes. please provide the title and docket or disclosure number below: 



Question 9 



TmIT, °' C 7 panies do e *P ect to com Pe«e with inventions of this type? Check all that apply 
_J Manufacturers of enterprise servers 

Manufacturers of entry servers 

~3 Manufacturers of workstations 

Z) Manufacturers of PC's 

_J Non-computer manufacturers 

><3 Developers of operating systems 

□ Developers of networking software 
S) Developers of application software 
lS! Integrated sofutlon providers 

S3 Service providers 

□ Other (Please specify below) 



Patent Value Tool (Optional - this may be used by the Inventor and attorney to assist with the evalua 

Si of '^rSZ^ n be used by you or the e " afuatfon ,eam to determine the potem,a ' ,rcensing 



The Patent Value Tool has not yet been used to calculate 



a score. 



Post Disclosure Text & Drawings 

Enter any additional information relating to this disclosure below: 
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§ Group Art Unit: 2114 
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§ Examiner; Hrmzo, Bryee P. 
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§ Attorney Docket No. AUS9200I n027USl 
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§ Internatiooal Business M»chinesi Corp. 
§ Intellectual Property Low Dept. 
§ 1140O Burnet Road 
§ Austin, Te*as 78758 
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DECLARATION UNttKK 37 C.F.1L 3 1.131 

Hon, Commissioner of Patenb and Trademarks 
Washington, D.C 20231 

Sir: 

Sieves Jay Liplon declare* 05; follows: 

1. i am an Applicant for the patent application eniUIcd System and Method for Collecting ond 
Rearing User Environment Data Using Removable Storage/' ScriaJ No, 09/X2&.6M. tiled 
4/5/2001, and an inventor of the subject matter described and claimed -therein. 

2. Prior to March 21, 2O0L 1 completed and Reduced to practice, in the United Slates of 
America, the invention described and claimed in the subject application, as evidenced by the 
following: 

a) 1 submitted IBM Invention Disclosure Form Wo. AUSK-2UOM42*, attached as Exhibit A 
hereto, which describes the invention described and claimed in the subject application. 

Docket Nu. AU59-200I- *W 1 * (1 Atty Ref N °* ,BM - ,W? 

0027-USI 

Hamilton, ct. al. - 09/026,608 
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3. Each of the dates deleted from Exhibit A is prior to March 21, 200 J . 

4. I further declare that all statements made hcicio of my own knowledge and all statements 
made on information and belief are believed to be true; and further Lhdt ihese statements arc 
made with the knowledge thai willful and fake statements and the like so made arc 
punishable by tine or imprisonment or both under § 11)01 ofTilk 18 of United States Cnde 
and iImt such willful and folse tfaternwils mny jeopardize the validity of ihc above-re fcrenecd 
application and any patent issuing (herefrom. 

FURTHER DECLARANT SAYOTI? NOT. 
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Summary 
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{Last Modified By: Rick Hamilton Last Modified On: 1 0:30:43 AM 

I^C^fidential 

Required fields are marked with the asterisk (*) and must bo filled in to complete the form"! 



Status 


[jnder Evaluation 


Processing Location 




Functional Area 


^3 - GS (D. Elix) 


Attorney/Patent 
Professional 


bavtd Mlms/Austin/IBM 


IDT Team 


£ue StewarVAustin/Contr/IBM 


Submitted Date 


Him^ 1 1 :21 :03 AM 


Owning Division 

mm 


3S 


PVT Score 


To calculate a PVT score, use the 'Cakxilate PVT button. 


Incentive Program 




Lab 


I 


Technology Code 


1 



Inventors with Lotus Notes IDs 

Inventors: Rick Haunilton/Charlottesville/ISM, Steve Ljpton/DaJlas/IBM@IBMUS 



Inventor Name 


Inventor 




Manager 




> denotes primary contact 


Serial 


Div/Dept 


Serial 


Manager Name 


Hamilton, Rick A. 


355403 




941597 


Heath, M. (Morris) 


> Llpton, Steven J, (Steve) 


028867 


23/V6VD 


857990 


Lopez Jr, Richard (Rick) 



Inventors without Lotus Notes IDs 
IDT Selection 



ID7 Team: 

Sua StBwarVAustln/Contr/IBIvl 



Attorney/Patent Prolessl onal: 
David Mims/AustfrVIBM 



Response Due to IP&L 
Main Idea 

Title of disclosure (In English) 

Customized Computer System Automated Rebuild Tool accomplished via Directly-Attached Devices 
*ldea of disclosure 

1. Describe your invention, stating the problem solved {if appropriate), and indicating the advantages of 
using the invention. 

Information Systems' organizations are often faced with heightened challenges in rebuilding computer 
systems, given the ever-spiraling complexity of systems. In particular, recreating a system environment 
following a catastrophic failure has become increasingly difficult, due to myriad configuration details that 
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AUS8-2000-1423 Customfeed Compu^r System Automated Rebuild Too* accomplished via ^,*icfly. Attached Devices - continued 



exist within a user environment. UNIX images, especially, require an awareness of many system 
parameters, including printer configuration, tty definitions, network interfaces, user id's, and passwords 
and a failure to maintain awareness of these parameters may result in the inability to rebuild a system ' 
following a catastrophic problems. Furthermore, even if an awareness is maintained of these parameters, 
the reconstruction of such system specifics can be both time consuming and prone to administrator error 
Therefore, a desirable innovation would not only preserve data about these parameters, but would also 
provide reconstructive services in the aftermath of such a disaster, Finally, a particularly convenient 
feature would also permit these rebuild operations to occur via directly-attached devices, such as tapes or 
disks, so that network connectivity is not required for what may be a partially-functional box. 

The innovation outlined here solves the problem of post-failure rebuild for many system parameters, 
without having to take the drastic step of mksysb restoration, using a directly-attached device, e.g., tape or 
disk, in the manner described above. Specifically, a methodology and a corresponding set of 
comprehensive scripts have been developed to record many facets of a system's configuration, including 
printer definitions, tty definitions, network Interfaces, user id's, and passwords. Furthermore, the outputs 
of these scripts can be fed into their reconstructive counterparts, another series of scripts which have the 
ability to automatically reconstruct lost or destroyed system parameters back onto the 'damaged" 
computer. Thus, if any of the aforementioned parameters are lost via hardware, software, or administrator 
error, they can be easily reconstructed using the mechanisms laid out here. Note that although this script 
was written for UNIX-based systems, such as AIX, HP-UP, Solaris, and Linux, the principles here can be 
extended to other architectures as mentioned above. 

The sequence of operation is such that relevant data is captured by the scripts, as outlined below. By 
definition, the data containing the unique parameters of the computer system, e.g., the users and 
passwords, the tty definitions, etc, is stored off-board on disparate media, physically separated from the 
target computer. In the event of a catastrophic error, where elements of the target computer's 
configuration may be lost via software, hardware, or operator error, the lost parameters can then be rebuilt 
with minor human intervention. The scripts and their respective roles are as follow: 



1. checklist_rb.scr 

purpose: builds a checklist which is used during the building of the new system 



2. get_personality_rb.scr 

purpose: this is the main program which gathers parameter information and stores it on disparate 
media such as tape or disk. In the process, it creates a variety of files which are used during the build of 
the new system. 



3, restore_personality_rb.scr 

purpose: this is the main program which restores the parameters to the workstation/server which 
is retrieved from the media. 



4. X1 1_restore_rb.scr 

purpose: used for special customizing of X1 Imwmrc file for X-Windows 



5. perms_reference_rb.txt 

purpose: used to re-set permissions of key files whose permissions might have been "modified" 
during the capture or restore process. 
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continued 



AUS8- 2000-1428 Customized Conrw.-r System Automated Rebuitd Tool accomplished via, .^ectly- Attached Devices - 

6. get JilesystemJnfo_rb.scr 

purpose: gathers information about critical f flesystems to be used by scripts 

The flow, in rough terms, for the capture / preservation process is as follows: 
Capture Prepgratjpr) 

1) Insert program floppy into floppy drive. 

2) Make a directory /ibm2. 

3) Change directory to /ibm2. 

4) Downfoad the contents of the program lloppy to /ibm2 with tar. 

5) Insert blank tape into the tape drive. 

Capture Execution 

6) Run the data capture program: get_personality_rb.scr with the name of the tape drive, /dev/rmtO 
Follow the on-screen instructions. 

7) If there are errors, the program will display error messages. All errors messages are written to an 
erroriog.txt file. 

8) If the error message "Unsuccessful connection to u is displayed, the user can either cancel the entire 
capture session for ail workstations named in wsname.list with a control-break or the user can let the 
process continue on Its own. 

9) Successful steps also display messages on the screen. For example, this message is critical to the 
success of the process: "Successful connection to \ 

10) When the data capture program is complete, then a checklist is printed. This checklist is used 
whenever the workstation parameters have to be restored. 

11) Verify the success of the process by viewing the erroriog.txt and the Jogfile.txt files. In addition, view 
the contents of each directory created when the program was executed. 



Upon system failure, when a restoration of parameters is needed, the process flow corresponds to the 
following: 

Restoration 

1) Make sure that a replacement workstation, or the repaired workstation, is available with the operating 
system installed. 

2) Go to a root user session on the replacement workstation 
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3) Insert program floppy into floppy drive 

4) Make a directory /Ibm2 

5) Change directory to /ibm2 

6) Download the contents of the program floppy to /Ibm2 with tar 

7) Insert the tape created by the data capture program f get_personalrty_rb.$cr, into the tape drive 

8) run the restore program: restore_personality_rb.scr 

9) Status messages will be displayed as each parameter is restored to the replacement workstation 

For example: " restoring /etc/security/group" 

10) the user will be prompted to continue at each step and has the option to discontinue the process with a 
control-break. 

For example: "press enter 1o continue" 
1 1 } When finished, the program deletes the temporary files 

By providing the means to both capture data about production systems, and to preserve it on physically 
separated media, IBM is ensuring a heightened readiness of client operations. By providing the means to 
easily restore such data, thereby recreating the unique system parameters onto each computer following a - 
failure incident, IBM Is providing a mechanism to minimize recovery time while mitigating the chance of 
operator-induced errors. Accordingly, the result is increased customer satisfaction through reduced 
cost-of-ownership for IBM Global Services clients. 

2. How does the invention solve the problem or achieve an advantage,(a description of "the invention' 1 
including figures Inline as appropriate)? 

Use of this innovation permits a reduced number of full system backups, or "mksysbV in UNIX parlance 
saving storage media, time, and effort. Furthermore, this permits creation and maintenance of one backup 
to be kept for a family of machines, which can be used for restoration upon any members of that family. 
After restoration of that common backup, unique parameters can be restored using the process described 
here! 

3. If the same advantage or problem has been identified by others (inside/outside IBM), how have those 
others solved it and does your solution differ and why is it better? 

4. lithe invention is implemented in a product or prototype, include technical details, purpose, disclosure 
details to others and the date of that Implementation. 

'Critical Questions ( Questions 1 - 7 must be answered) 



'Question 1 - ' "~ ~~ 
Dn what date was the invention workable? Please format the date as MM/DD/YYYY 
[Workable means I.e. when you know that your design will solve the problem) 



I Question 2 " — ' 

s there any planned or actual publication or disclosure of your invention to anyone outside 
BM? 



O Yes 
No 
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f yes, Enter the nam© of each publication or patent and the date published below. 
Publication/Patent 



\re.you aware of any publications, products or patents that relate to this invention? 



f yes, Enter the name of each publication or patent and the date published below. 
^blicatfon/Paterit 
Dale Published or Issued: 



I 



Yes 
No 



'Question 3 ' ' ~~ ~ — 

Has the Subject matter of the Invention or a product incorporating the invention been sold, 
jsed internally In^^MfactiJnng, announced for sale^ qr includisd In a proposal? ' 



O Yes 

1 No 



s a sale, use in manufacturing,. pj#^ 



O Yes 

No 



f Yes, identify the product if known and Indicate the date or planned date of sale, announcements, or 
proposal and to whom the sale, announcement or proposal has been or will be made. 

Product: 
/erslon/Relaase: 
Code Name: 
Date: 
To Whom: 

f more than pne, use cut and paste and append as necessary (tr the field provided. 



Question 4 



r as the subject matter of your invention or a product Incorporating your invention used in 
ublic, e.g., outside IBM or in the presence of non-IBMers? 
|f yes, flive a date. 



LPIease format the date as MM/DCVYYYY 



Yes 
O No 



Question 5 

ave you ever discussed your fnventfor> with t>thers not employed at IBM? 



O Yes 
1 No 



\t yes, identify individuals and date discussed Fill in the text area with the foilowlng information, the names 
of the individuals, the employer, date discussed, under CDA, and CDA #. 



"Question 6 

i/Vas the invention, in any way, started or developed under a government contract or project? 



O Yos 
No 

o Not sure 



f Yes, enter the contract number 



'Question 7 

Was the invention made in the course Of any alliance, joint development or other contract 
activities? 



O Yes 
1 No 
O Not Sure 



If Yes, enter the following :Name of Ajliance, Contractor or Joint Developer 



Contract ID number 



Relationship contact name 



Relationship contact E-mail 



Relationship contact phone 



uestion B 

lave you submitted, pr are you aware of, any related disclosure submission? 



O Yes 

No 
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continued 



If Yes, please provide the title and docket or disclosure number below; 



Question 9 " ™ " — 

What type of companies do you expect to compete with inventions of this type? Check a/1 that apply 
_J Manufacturers of enterprise servers 
Zf Manufacturers of entry servers 

□ Manufacturers of workstations 
Z) Manufacturers of PC's 

ID Non-computer manufacturers 
3 Developers of operating systems 
ZI Developers of networking software 

Developers of application software 

ntegrated solution providers 
3 Service providers . 

□ Other (Please specify toeJow) 



Palent Value Tool (Optional - this may be used by the inventor and attorney to assist with the evalua 

(The Patent Value tool can be used by you or the evaluation team to determine the potential licensina 
value of your invention.) r a 

The Patent Value Tool has not yet been used to calculate a score. 
Post Disclosure Text & Drawings 

Enter any additional information relating to this disclosure below: 



(Form Revised! 
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